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EXHIBITS. When the box below is marked with a check (4) or an X, the following Exhibits are attached and are
incorporated into this Indian Nation Program Agreement by reference:

[ 1 Exhibits {specify):

By their signatures below, the parties agree to the terms and conditions of this Indian Nation Program Agreement and all
documents incorporated by reference. No other understandings or representations, oral or otherwise, regarding the
subject matter of this Program Agreement shall be deemed to exist or bind the parties. The parties signing below certify
that they are authorized, as representatives of their respective govemments, to sign this Program Agreement.
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Government to Government Relations

a.

The Indian Nation named above and the State of Washington are sovereign governments. The
Indian Nation and DSHS agree to these Special General Terms and Conditions for the purpose of
furthering the government-to-government relationship acknowledged in the Centennial Accord and
to achieve their mutual objectives of providing efficient and beneficial services to their people.

b. Nothing in this Agreement shall be construed as a waiver of tribal sovereign immunity.

Definitions

a.

J-

“Agreement” means this indian Nation Data Share Agreement, including ali documents attached or
incorporated by reference.

“Centennial Accord” means the agreement entered into between federally recognized tribes in
Washington State and the State of Washington on August 4, 1989.

“DSHS" means the Department of Social and Health Services of the State of Washington and its
administrations, divisions, programs, employees, and authorized agents.

“Personal Information” means information identifiable to any person. This includes but is not
limited to, information that relates to a person’s name, health, finances, education, business, use
or receipt of governmental services or other activities, addresses, telephone numbers social
security numbers, driver license numbers, other identifying numbers, and any financial identifiers.

“RCW” means the Revised Code of Washington. All references in this Agreement or any Program
Agreement to RCW chapters or sections shall include any successor, amended, or replacement
statute.

“SGN” means Statewide Governmental Network.

“SEMS” means Support Enforcement Maintenance System.

“TANF” means Temporary Assistance to Needy Families.

“Tribe” means the entity performing services pursuant to this indian Nation Program Agreement.
This includes the Tribe's officers, directors, trustees, employees and/or agents uniess otherwise
stated in this Indian Naticn Program Agreement. For purposes of this Indian Nation Program

Agreement, the Tribe is not considered an employee or agent of DSHS.

“WAC” means Washington Administrative Code.

Statement of Work

a.

28HS Camiral vum"ac‘\ Saivices

PROGRAMS RECEIVING AND PROVIDING DATA

The Colville Confederated Tribes, herein referred to as the “Tribe”, is the data recipient; contact
information is listed on page number one under Indian Nation Name.

DSHS is the data provider; contact information is listed on page number one under DSHS
Administration.

PURPOSE
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access to the DCS Support Enforcement Management System (SEMS). The access to SEMS, for
Child Support program purposes, will assist the Tribe’s Child Support and/or TANF program in
administering their caseload.

c. DESCRIPTION OF THE DATA

Designated staff of the Tribe shall have limited read—only web based secured access to SEMS
cases where the Tribe is coded on the SEMS case. DSHS will provide the Tribe’s staff with
glectronic inquiry oniy access to Chiid Support information for verification of child support cases,
famiiy reiationships, and financial history.

d. ACCESS TO DATA
(1) METHOD OF ACCESS/TRANSFER

Designated staff shall access data through a workstation attached the to the intergovernmental
Network and require a unique log-in iD and password

IUser identification numbers and passwords cbtained from DCS are required in order for the
authorized tribai staff to iog on to SEMS. The SEMS password must be updated after 90 days
and regularly thereafter.

(2) PERSONS HAVING ACCESS TO DATA

The Tribe shall ensure that only their Child Support and TANF employees have access to DCS
records when necessary to fulfill the Child Support requirements of their program. The Tribe
shall provide names of staff members whose duties require access to SEMS and provide
updates within 14 calendar days. The authorized staff names shall be provided to the DCS
Program Manager.

When each staff member logs on to SEMS for the first time, that individual will be required to
view the “on-line” confidentiality statement before their access is granted. Each Tribe staff
member that has access to SEMS must acknowledge the online confidentially statement.
SEMS staff will electronically receive confirmation when staff acknowledge the form.

All DCS records are confidential and shall only be used for Child Support requirements of Child
Support and TANF programs.

(3) FREQUENCY OF DATA EXCHANGE

The exchange of data is accomplished through on-line transactions that may occur whenever the
application is available.

e. SECURITY OF DATA
(1) Data Protection

The Tribe shall take reasonable precautions to secure against unauthorized physical and
electronic access to data. The data will be stored on workstations with access limited to
authorized personnel through the use of unique logon IDs and hardened passwords.

{2) The Tribe shall notify DCS within two (2) business days if unauthorized disclosure is
discovered by the Tribe.
{2} Data Disposition
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f.

The Tribe shall remove data received under this agreement from so that it cannot be
recovered.

Media and associated acceptable data destruction methods are:

a. Hard drives (workstation and network) — Zero fill or Wipe utility to destroy data in file
space.

b. Fioppy disks — Physicai destruction of the media.

c. Magnetic tapes (reels or cartridges) — Degaussing or cross-cut shredding of the tape

d.  Compact Disks (CDs), Digital Video Disks (DVDs) — Scour .e_d_ le {label} side with
coarse abrasive or shred.

e. Zip disks, JAZZ disk, and other removable magnetic media (other than floppy disks) —

Zerofill or Wipe utility.
f.  Flash memory and memory cards (compact flash, secure digital, memory stick, etc.) —
Zero fill or Wipe utility.

Data nrnmﬂnd hu ﬁQHQ ramains ﬁQI—lQ ""‘pert‘, To ensure that unauthorizad individuals
cannot access cilent information, the Tribe will dispose disks and printed documents from the
electronic file in a secure manner, such as shredding of records. The Tribe will promptly
destroy the data when the work is completed for which the information was required.

CONFIDENTIALITY AND NONDISCLOSURE

(1) In accordance with 42 USC 654 (26), RCW 26.23.120, RCW 74.04.060, and WAC 388-14A-
2105-2160 any information concemning individuals who owe a support obligation or for whom
support enforcement services are being provided is private and confidential.

(2) The Tribe is authorized to use any information obtained under the terms of this agreement for
Child Support purposes. Sharing of the information may occur in accordance with the
provisions listed above, including court proceedings. In accordance with provision 45 CFR
307.13, information shall be treated with such degree of confidentiality as is required by the
federai social security iaw. Any personal use of client information is strictly pronibited.

(3) The Tribe shall not disciose, transfer, or sell any information as described in this agreement to
any party in whole or in part, except as provided by law, or to any individual or agency not
specifically authorized by this agreement.

(4) Each Tribal Child Support and/or TANF employee, who has access to SEMS data, will accept
the federal and state data access requirements listed in the yearly on-line Confidentiality
Statement — Tribal Employee.

APPROVED AS TO FORM BY THE OFFICE OF THE ATTORNEY GENERAL



